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Main Problem — many important™ components

Bonbwoi KapmaH .

MoW 3HaKOMbIM MasibYyraH "ﬂé?
CHAT Ha 3TOM KapTOuKe.
Y Hero 60/1bLLIOK KapMaH
Cnepegm Ha dapTyuKe.

C. 1. MapLuak Components

Client



Other issues in Openway Service context

* 100+ independent/different banking-oriented clients
e AIX Power / / Linux/Windows x86 64*
* [solated (no internet) / mixed environment

* No client resources to “monitoring deep dive”

* Linked external monitoring resources (DB / MQ /WS / ...
* No client resources to setup/maintain it.

* - mixed environment



Monitoring Wanted
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How?
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Real Architecture

Monitoring Application
subscribes on start / stop /
restart applications events

\

Appcontainer handles
applications state,
versions, other parameters

Proprietary
Management
Connection

: Container / /

f Conatiner and System Applications : /Applications '
; HTTPS !
: — JMX ; -~ <t :
' Monitoring System:Application H . App1 —

: .‘ MC

Extemal SNMP GET 1 JMX | AppContainer

' Monitoring SNMP onitoring . <

: System_ erface 0 App2 N

E CRE * SNMP TRAP 1 MC

5 Log Agent™ ;
: N — System MC HTTPS
SQL Queries History 1JDBC DBC Histo SRS Application Natve [ :
: RDBMS S ( .

Admin Logs Watcher :
: ~ - HTTPS |
: Shell scripts eceive! :
; P TIMX T Web Server K}

: Logs Watcher

J
Application Server Logs Watcher
App4 —
WEB Browser 1 RMI*

Logs Watcher
1SO 8583
ExtApp5 [l :

1JDBC 1 JDBC
DB
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Users



Monitoring domain — monitoring objects

v Etb monitoring [qa-111:2299] :

Monitoring: _» v @ DEFAULT
w Instance.NDelayedJobs
¢ ObJeCt T _» (m Instance NinvalidJobs
rp' Instance.State

e Metric —

v '@) Processes
¥ (@) 3-DSecureEnroliment

e Stream (of messages) — ® Dofaul
o Status — S_y Status

» '@) Applybufferedbalances(parallel)
» @) CloseDeviceCycle



Core —domain, API, SPI and implementation

)
SN—"
Receiver1 EventListener1 3 EventProcessor1 3 Sender1
(JMX) h ( 3 (MessagelListener) (Event to SNMP) (SNMP TRAP)
setStatusValue()
. k—) . Receiver3
Receiver2 EventListener2 EventProcessor2 .
(DB Proc) —addMessage() ——>»| MonModel > (StatusListener) EEEEE— (Event to Scan) —3| (\ersionScanner)
f_> )
A
getMetricValue()
ReceiverN J \ : EventListener3 3 EventProcessor3 3 Sender3
(SNMP GET) (VersionsListenter) (Event to DB) (DB Proc)
.

setMetricValue()




Spring 4 on Groovy 2.4 in 2015.2

Start with:

* Tech holy war architect question — what technology/platform?
* Configuration? Distributed configuration? Zero configuration?

* Update in client case with no DevOps / ProdOps?

End with:

* Change log-level for debug reasons without restart monitoring?

&
e

DISCUSS all non-functional requirements with your team!




SNMP / Static MIB

SNMP: Simple Network Management Protocol
MIB: Management Information Base

. Network Management System
Examples: SRSy

1. HP-LASERJET
2. ILOM - E24707 01
3. CentOS 7

SNMP Manager

SET or GET GET
Command lTéesponse Trap

Agent

Network device

Network device



Logged as hmadmin : Logout ]

Dynamic MIB

‘ Monitoring tree H Properties group ‘

» (@ m_tools

1. Add mon objects
2. Exec monitoring mib.generate
3. OPENWAY-SNMP-MONITOR.mib:

» (@ monitoring

Vi@
+@o1

vl@

» @

» (@ BILLING

» (@ monitoring_

3 '@ m_web_console

ui

» @ BILLING
~ (@ E_COMMERCE

v (@ Input

AllMsg
(m AvgProcTime

'@ MaxProcTime
m O
Y] OpsPerSecond.Declined

(m) OpsPerSecond.WithoutResponse
(m) StatusRatio.Failed
Auth

» (@ Status
» (@ MC_CREDIT
» @ MPOS_1_TCP
» (@ UPI_XFACE
» (@ VISASMS_1
» @ VISAVIP_1

» (@ DATAGATE
» (@ ECHOTEST
» (@ E_COMMERCE

Metric

MP OID: 1.3.6.1.3.566.2.2.58.25.4.1.2.1.4

Path: /01/E_COMMERCE/Input/AllMsg/OpsPerSecond.Declined

Reg date: 2017-07-11T21:30:53.218+03:00
Enabled: true

[ Metric value

Type name: OpStat:OpsPerSecond
Measure unit: Per Second [s]
Value: 0.0
Valid from: 2017-07-11721:25:00.000+03:00
Valid to: 2017-07-11T721:30:00.000+03:00
Expire period: 10 minutes

Show raw value

[

[ Refresh value J [ % Delete

--1.3.6.1.3.566.2.2.58.25.4.1.2.1.4 server/01/E_COMMERCE/Input/AllIMsg/OpsPerSecond.Declined
ns-01-e-commerce-input-allmsg-opspersecond-declined OBJECT-TYPE

SYNTAX INTEGER -- multiplier: 1000



SNMP Walk on dynamic monitoring tree
/usr/bin/snmpwalk -v 1 -c public localhost:1161 1.3.6.1.3.566.2.2.52

SNMPv2-SMl::experimental.566.2.2.52.1.1.0 = STRING: "Database connection pool
opening..."

SNMPv2-SMI::experimental.566.2.2.52.2.1.1.0 ="

SNMPv2-SMI::experimental.566.2.2.52.2.1.2.0 = STRING: "Process Access Server :
Active. Parameters: HOSTNAME=server1l;CONNECTION _

GROUP_ID=main;CONNECTION_POOL_ID=WAY4U Kernel Notifications;"
SNMPv2-SMl::experimental.566.2.2.52.2.2.1.0 = ""

SNMPv2-SMl::experimental.566.2.2.52.2.2.2.0 = STRING: "Application
WAY4Processes/ApplyProductChanges is C"



| Health Monitoring screens ([ Health Monitorng) v |
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CLI and Ul

Monitoring JMX CLI returned:
{
"monObject": "MonStatus”,
"path": "ATM1/Status",
"numld": 1,
"regDate": 1469097915942,
"updDate": 1469097915942,
"monObjectType": "appserver-app",
"enabled": true,

"statusValueType": "ApplicationStatusValue",

"statusValue": {
"finishTime": 1499627511786,
"statusValue": "STOPPED",
"startTime": 1499627511786
b

"statusValueClass": "ApplicationStatus"

Monitoring tree

Unknown |

Properties group

01:1099)

~ B3, monitoring [=s-9:2299]
v (@ ATM1

v v v W v W v v W v v W v v W v W v v W v v W

$) Default
€ Status |
@ ATM2
@ ATM3
@ ATM4
@ ATM5
(@ DEFAULT
@ Mojo
@ Sch

@ W4W internal

(@) appserver
(@) authgate

(@) ccc

Q' container
database

i)
lj) internal
(@) logagent

(@) m2_web _console

(@) monitoring_ui
(@ monitoring_ui1
-db

. .3.
' lj) sch 41

(A amch

(@ monitoring

>

Status

Logged as hmadmin

(s SNMP OID: 1.3.6.1.3.566.2.2.50.9.1
Path: ATM1/Status

Reg date: 2016-07-21T13:45:15.942+03:00

Enabled: true

Status value

Value: stopped

Reg date: 2017-07-09T22:11:51.786+03:00

Expire period: Unexpired

Show raw value

Refresh value

% Delete

Logout



JMX Beans as CLI and licensing

@ManagedOperation(description = 'Register process
statuses for last ${period} day(s)')
@ManagedOperationUtilityDescription("cards.register.statu
ses"

void registerStatuses(String period) {
if ('dbAgentsExecutor.componentStarted) {

log.debug("Registered process statuses for last Speriod
day(s)")
}

Base module

Commandl Command?2 Command3

Command4

[way4@srv bin]$ ./monitoring
Monitoring JMX CLI
Usage: monitoring [<group_name>.]<command> [arguments]
Please use --help as argument to see the full syntax of the command
Available commands:
Group 'historyDatabase' - History database management
update.history.database - Update history database
Group 'certificate' - Certificate management
certificate - Manage certificates
Group 'remoteSqglExecutionService' - SQL Statement Executor on
WAY4 CARDS schema
cards.register.statuses - Register process statuses for last
${period} day(s)
Group 'jmxReceiver' - Application server JMX gate
versions

Licensed module 1 Licensed module M

Command5 CommandN



Mini-History DB on Liquibase + Hibernate

5 tables

Hibernate
Liquibase

Typical queries
Row / partition HSK

select mon msg log.reg utc time,
msg 1lmportance, msg cat,
msg code, msg text,
agent name
from mon msg log, mon agent
where
/* ERROR("E"),
msg cat in ('E',
mon tree 1id in (

WARN (“W") , */

'W') and

=

ID: NJMBER

MON_AGBENT__OID : NUMBER
AGBNT_NAME: VARCHAR2(512 BYTE
HOST_MNAME: VARCHAR2(255 BY TE)
APP_NAME:VARCHAR2(512 BYTE)
REG_UTC_TIME: TIMESTAMP(6)
VERSION : NUMBER(10, 0)

asemdb
MON_AGENT

0.1
]

EE asemdb
MON_STAT_LOG

ID: NUMBER

MON_TREE__ID: NJMBER

MON_A GBNT_ID : NLMBER

START_UTC_TIME: TMESTAMP(6)

FINSH_UTC_TIME : TIMESTA MP(6)

REG_UTC_TIME: TIMESTAMP(6)

STATUS_VALLE: VARCHAR2(255

VERSION : NUMBER(10, 0)

BYTE

MON_A GENT_ID MON_A@NUDTM f1 t

0.1
ON_AGENT_ID

*

=

ID: NUMBER

0.1

MON_TREE__ID

FULL_PATH: VARCHAR2(

D VERSION : NUMBER(10, 0)

«| D

" ER asemdb

D MON_MTR_LOG
ID: NUMBER
MON_TREE__ID: NUMBER
MON_A GENT_ID: NUMBER
START_UTC_TIME : TIMESTA MP(6)
FINSH_UTC_TIME : TIMESTA MP(6)
REG_UTC_TIME : TMESTA MA(6)
STR_VALLE : VARCHAR2(255 BYTE
NUM_VALLE : NJMBER(28, 14)
VERSION : NUMBER(10, 0)

asendhb
MON_TREE

MON_TREE__OID : NUMBER
o¢ MON_AGENT_ID : NUMBER

255 BYTE

NODE_CAT : VARCHAR2(1 BY TE)
N EXT_ID: VARCHAR2(255 BYTE

*

ON_TREE_OID
MON_TREE__IDg | =

0.1

MON_A GENT_ID
0.1
ON_TREE__ID
D *| D
. Eﬂ, asemdb
MON_MSG_LOG
ID: NJMBER

MON_TREE__ID : NUMBER
MON_AGENT_ID : NUMBER
REG_UTC_TIME : TIMESTAMP(6)
MSG_IMPORTANCE : VARCHAR2(1 BYTE
MSG_CAT :VARCHAR2(1 BYTE)
MSG_COCE : VARCHAR2(255 BYTE
MSG_TEXT : VARCHAR2(4000 BY TE)
VERSION : NJMBER(10, 0)



Deployment

“Bundled with” main component (deploy with main component)
e Standalone distro is also available

Terminal  Sessions  View Xserver Tools Settings Macros

R ® v v &5 B B

- O X

XI

Help

$ X O

Session  Servers Tools  Sessions View Split  MultiExec Tunneling Packages Settings Help X server

Quick connect... g A3

Left File Command Options
~/autoDeployDistr
Name

A
v

/.
WAY4App11cat~parc Install

Macros §§ Tools )~ Sessions

N OO,

@ Sftp
oo

243 867 985 bytes in 1 flle
appserver-sysapps-m_agent-1.6.2122.zip

5 Q

.zip/uzip://appserver/temp/sysapps —.["]
Name Size [Modify time

oy UP--DIR|Jul 12 09:08
logagent-2.0.860.zip 19359K|Jul 12 09:08
m_agent-1.0.1923- . Z1j 28981K|Jul 12 09:
m_tools-1.0.1923- ip 10091K|[Jul 12 €
m_web_consol~1.0.1923.war| 20934K|Jul 12
monitoring-1.0.1148.zip 73151K|Jul 12
monitoring_u~1.0.1148.war| 60065K|Jul 12
web_console-1.6.2122.war | 25533K|Jul 12

156,237,019 bytes in 3 files
monitoring-1.0.1148.zip

27G/34G (79%)

Hint: If your terminal lacks functions keys,

.:~/autoDeployDis

trs ["]
iHelp Jpitlenu  JEView | 4[3%& SCopy _JERenMov Jikdir  JDelete JEPullDn JLQuit |

use the ESC+number sequence.

»

y/
E




Product Quality

} ACCEPT DEPLOY TO
1. CD C00€ —_— !mefqime ——) ‘TEST ‘ ODUCToN

avtd

Overall Coverage Summary

2 . CO d e covera ge Package Class, % Method, % Line, %

all classes 87.7% (512/584) 84.1% (1215/1444) 83% (7889/9503)

3. Tests v [ MAgent AlX 7 gradle tests [~ LET;SDEPLOY/ALLIPRODUCTS

#1.6.2122 @ Tests passed: 248 | =

4. Deploy to infrastructure / production




What would be better

* Use Kotlin for development — it is stable now
e Look at Prometeus - https://prometheus.io/

* Look at Elasticsearch / Splunk for logs/events search
e Get rid of RMI in heterogeneous environments
* Get rid of heterogeneous environments ©

* Look at SCM (Ansible, Chef, Puppet, SaltStack) for large
deployments
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Monitoring tree

» i,
i,
i,
By,
i,
By,

&,

» @ DEFAULT
v @ Node

¥ (@ db1.spb.openwaygroup.com

Default

Properties group

mual:2299)
mdev:2299]
mmode1:1099)]

=rver.4]

¥ (@ Incoming_flow
v @ dv2

~ (@ Reproduce_from_Seconc

Default

$9 Destination_objects_s
Stream

v (@ W4R _Apply
@ Completion_ETA
@ Latency

(89 Source_objects_status

Stream

@ a3
» @ Processes

» @ w.

V internal

com

Logged as hmadmin . Logout
Stream (message)
SNMP a o
oID: 1.36.1.3566.228517.1.1.1.1.21
Path: Node/ com/In¢
Reg 6-07-26 3 36+
date: 2016-07-26T16:48:44.086+03:00
Enabled: true
Stream value

Code: WAY4R_03
Message: WA4R Apply latency is greater than 10
Importance: MAJOR
Category: WARNING
Reg date: 2016-11-07T20:45:34.465+03.00

Show raw value

Refresh value % Delete



Summary

* Remember your Roadmap —= * “‘:&
e Define domain e &,

* Do/implement it in parallel
* Do simple
* Complex test it / think about continuous delivery

2 m.‘. J’ / o)

g 100+ independent/different banking-oriented clients



We’'ve done it!

Clients Monitoring  Openway Team

NMS vendor
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thank you!
questions

www.openwaygroup.com

www.facebook.com/Openwaygroup

www.ilwitter.com/openwaygroup



